10 Tough Incident Manager
Interview Questions

Hello and thanks for download this free list of Incident Manager Interview questions from
VMinstall.com.

So what is the skill set of an incident manager?

The person you’re looking for doesn’t just have technical expertise and deep hands-on skills. Moreover,
most solid incident managers have grown through the ranks from a hands-on role into an incident
manager role.

Ideally, the perfect prospect you are looking for has a broad perspective with all technologies such as:
networks, servers, virtualization, cloud, database, applications and web servers. And, let’s not forget
both Windows and Linux variations. However, like | said, technical skills are not enough!

These 10 interview questions are intended to help you screen your job applicants for the best
candidate(s).

By Joe Sanchez
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Introduction

There are no answers with these questions so you will need to pay close attention to the responses and
body language during your interview. Anyone with experience will bubble to the top and have good
examples to share. Look for good ‘been there and done that’ examples.

Scenario (Leadership):

It’s 2 o’clock in the afternoon on Monday. And to make things worse, it’s month-end. You have just been
called and asked to join a bridge call. There’s already a team troubleshooting an outage on your main
tier 1 application that is used for invoicing your customers. Severity 1!

Question #1:
Explain your ability to coordinate a large group of technical contributors during this high severity
incident and retain control of a fast-paced conference call?

Notes:

Scenario (Analysis):
Over the last 2 days you’ve been on a number of bridge calls that all seem to have the same root cause.
Now it’s time to lead the investigation into how this problem happened in the first place.

Question #2:
Explain how you would lead an incident investigation (a.k.a. Root Cause Analysis or RCA)?

Notes:

Scenario (Tact):

You have been call to a bridge that is already in progress and things are not going well. You can sense
people on the call are tense and withdrawn because a high-level person has taken over the call and they
are very frustrated. You asked for a summary of where things are. Immediately, the VIP tells you it’s
broken and needs to get fixed ASAP!

Question #3:
How would you maintain a professional demeanor and attitude while being assertive to this person that
you will take it from here?
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Notes:

Scenario (Confidence):

You have been invited to an important meeting to share your investigation findings for a wide scale
outage that was cause by a storage failure. At the meeting with you are the CIO and his executive staff
to hear your analysis. After introductions your boss has turned the conversation over to you. You have
brought your laptop and have your RCA projected on the big screen.

Question #4:

Please give an example of a time when you faced a situation similar to this one and had to exude the
ability and confidence to act decisive and exercise influence over a wide range of individuals at all levels
of technical and business leadership?

Notes:

Scenario (Judgement):

You are managing an incident that has been going on for over 2 hours and now things are really starting
to heat up. You have the network admin checking a possible switch issue, a DC specialist checking the
physical connection on an ESXi host that seems to be having network connection problems which are
impacting 15 VMs. And unfortunately 2 of the VMs hosted are key systems to separate critical
applications that are not redundant, yet. If this isn’t enough going on at once, while all this is happening,
you are getting text messages from the boss wanting status updates.

Question #5:
Please share an example of a time when you had to multi-task and make sound judgments in a fast-
paced, high stress environment, while at the same time keep people informed?

Notes:

Scenario (Diversity/Culture):

You have been assigned to the global incident response team which has staff spread out across the US,
India, Mexico and Brazil. When a severity 1 or 2 issue happens people from each location are asked to
join a bridge because the problem can be anywhere due to the distributed workflow designed in to the
application.
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Question #6:
Share an example of a time when you had to interact with people/groups of widely varying disciplines,
cultures, and backgrounds. Explain how you influenced them to follow your lead?

Notes:

Scenario (Awareness):

In today’s world, most environments are using virtualization for hosting their servers and applications.
Many operations are also using cloud service such as AWS and Google for laaS. This creates a new
challenge for understanding infrastructure topology for virtual servers. But not only is this new, some
operations have added Docker containers and PaaS to an already complex world.

Question #7:
This question has 2 parts.

First, briefly explain your technical background and be specific about the technical breadth of your
expertise. Explain how you would be able to ask the right questions about a virtual server, and even
guestion the responses from the admin if you thought something didn’t sound right?

Second, if everything points to a bad KVM host, yet the admin is insisting its OK, give an example how
you would challenge the admin’s assessment if the overwhelming evidence says it’s the host?

Notes:

Scenario (Depth):

If you’ve been around IT staff for any amount of time then maybe you noticed our level of passion and
ownership. Now imagine that you are the new incident manager on the call who has to work through
each technology stack from the ground up until you find the problem. You’re working with a diverse
group of personalities which includes admins and engineers from the data center, network, server,
database and application teams; all wanting to prove it isn’t their problem. And in some special cases
you may have a couple of managers, directors, and business partners on the call.

An incident response bridge has been opened for a tier 1 online application that is running in a local
vSphere cloud on VMs (laaS). You have been called to lead the call.

Question #8:
Please demonstrate your telephone and oral skills by sharing an example for how you would begin the
incident investigation and then move through each technology group?
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Notes:

Scenario (Trust/Respect):

An incident manager who is new to the team may have problems getting people to follow their lead,
which is why building trust by meeting with service and application owners is important. But even more
important is building rapport with key players on all the different teams.

Question #9:
This question has 2 parts.

First, if you were selected to be our new incident manager, explain how you would establish strong
interpersonal & relationship with our technical staff and managers?

Second, provide example of your social skills, ability to learn complex systems, and an estimate for how
quickly you would be able to get up-to-speed?

Notes:

Scenario (Communication):

You've just spent all night on a bridge call troubleshooting an application problem that could have been
resolved in 10 minutes if the right admin would have joined the call. But unfortunately, they did not, and
what you had to work with was the junior admin who was on-call. It’s a good thing you are technical
because in the end you literally had to log into Windows Server and fix the issue yourself.

Question #10:
This is a 2 part question.

First, how would you handle communication to the senior level staff waiting for the problem to be
solved?

Second, if you found out the key person was just not answering the call to join the bridge, how would
you handle the communication with the admins manager after the incident was resolved?

Notes:
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